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Security solutions
for Al, machine

learning and
automated
statistical
decisions

Al Models make critical
business decisions in
split seconds, every
second of the day

How Secure is
your Machine
Learning System?

Al



Disrupts

Finance

Immediate decisions, anytime

Better decisions & pricing drive
competition

New markets

Immediate convenience



Attacks on Machine Learning

Attacker may be able to copy Attacker may discover and Attacker may strategically

the model and to extract the exploit existing vulnerabilities influence the training of the

data used to train the model. in the model in order to model in order to manipulate
manipulate the decision. the model decision.
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Security Risk

&
+ Input Forgery & Manipulation . False Positive Reduction
- Forged documents - Efficacy assessment, hardening

- Payslips and monitoring

+ Bank Statements

| of Loan Decisions
- POs & Invoices

Fvasion by misrepresentation

Poisoning by strategic behaviour




Our Product

Prevent Bad
Inputs and
Detect
Forgeries

Protected
System

-ind Vulnerabilities in Al Models

-Ind Attacks
and Reduce
~alse Alarms

Al



In-Line Deployment

In-Line
Blocking i/

Protected System

O © Results

- @ False Positive Removed

Attack Prevented Additional Attack Detected

We find attacks by reasoning about each transaction in the context of similar transactions.
| | Al



Bulletproof Al Core Advantage
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We achieve better results by associating seemingly independent transactions together to detect more attacks and tell the whole story:.

Our differentiation is in the ability to model and associate transactions at scale and with an in-line-appropriate latency.
I I



Features:

2019-03-24

Basket
Price: 25 EUR

Type: Food

Detecting Account Takeovers

ity 000 &-2 -

Previous Baskets Time series |dentity Change Device Change

20719-04-01 20719-05-01 2019-05-27 2019-05-31 2079-06-01

Basket Basket Basket

Basket Basket

Price: 11 EUR Price: 24 EUR
Type: Food Type: Food

Price: 31 EUR Price: 65 EUR Price: 82 EUR
Type: Food Type: Shoes Type: Clothes

(__UNPaD_)(_REJECTED

Delivery Address Changed

Al



Reduction of False Positives

Buying Flowers for Valentine's Day Online Food Store Fraud
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Catching Evasive Fraud




Customer Outcome

alert volume reduction for fraud team
of fraud incidents auto-prevented before approval
of previously "non-fraud failures” identified as fraua

Better robustness against new attacks

Al



Document Forgery Detection

Al



PD F FOrgery - PDF documents are used in most
DeteCtiOn financial processes:

Know Your Customer
Consumer Lending
Attacks detected by modules ° Car I:l n a nC| n g

-
-7 Manipulative Transactions

conten e - SMB Lending & Factoring

o “Professional” PDF Modification

Crude PDF Edit

Mo e - Information in the documents is
rarely verified or authenticated

We offer early automated
detection of modified & malicious

PDF documents




1. First Glance

zarucéni a dodaci list

(i) alza.cz | [Faktura-Danovy doad -p130768463 “““HMH"HHMHHI”“

Prodavajici: Alza.cz a.s.

Jatecni 33a, 17000 Praha 7, {idlo spoleénosti: Jankovcova 1522/53, 17000 Praha 7, IC: 27082440, DIC: CZ27082440, Internet:
www.alza.cz, Kontakt: www.alza.cz/kontakt, Telefon: +420225340111

Zapsana v OR u MS v Praze, bddil B, vlozka 8573.

Danovy doklad: ~aktura Kupujici:

Datum vystaveni: D4.02.2019
Datum uskut. zdan. plnéni:  14.02.2019
Datum splatnosti: )4.02.2019 Holeckova 423/25
Zpusob Ghrady: Kartou Internetem 15000 Praha

Bulletproof Al s.r.o.

Bankovni ucet:
CSOB, a.s. (CZK): 188505042 / 0300

Raiffeisenbank a.s. (CZK): [1265098001 / 5500 . .
Komeréni banka a.s. (CZK): [35-3355550267 /0100 IC: 07625439 ' Feature Extraction
Ceska sporitelna a.s. (CZK): 12171532 /0800

Variabilni symbol: 1843003301 E-mail: jan.jusko@bulletproof.ai
Tel: +420776072602

Kod Popis Ks Cena ks bez DPH DPH DPH% Cena Zaruka

WR182¢ ROZBALENO Televize 55" Samsung 1 10 294,00 1029400 216174 21 212455,74 24 ST2
1a UES5NU7172
SL190q  Nehmotny produkt Dorueni na prodejnu - PS 1 37.19 37.19 781 21 4500 OAL . L
- Andél, Platba - Kartou online Annotation Detectors 1..N (Scanned & Digital)

SL083d3 Nehmotny produkt Sleva na dopravné - 1 2479 2479 521 21 3000 OAL
pobocka

Celkem: Editing Tool Attribution Detectors 1..N Source Attribution - Company

Viycisleni DPH v K¢: g
Sazba Content Hiding Detectors 1..N Software-Source Match Detector
Structural Manipulation Detectors 1..N (Digital) Software Behavior Detectors Source
(Company)

, , , , Behavior
Text Modification Detectors Image Modification Detectors
1.N (Digital) 1.N (Scanned) Software Update Detector Detectors
Aggregating Classifier Stamp & Signature Detectors




L .CZ

Prodavajici: Alza.cz a.s.

2. Origin and Source

list -

zarucéni a dodaci lis

Jateéni 33a, 17000 Praha 7, Sidlo spolecnosti: Jankovcova 1522/53, 17000 Praha 7, IC: 27082440, DIC: CZ27082440, [nternet:

WIWW.AIZA. UL, TNUTTWRL WWww. dicd . CORUNW@ny, 1CiCiul. "Savuccousu T i

Zapsana v OR u MS v Praze, oddil B, vlozka 8573.

Dariovy doklad: Faktura

Datum vystaveni: 04.02.2019
Datum uskut. zdan. plnéni:  04.02.2019
Datum splatnosti: 04.02.2019
Zpusob thrady: Kartou Internetem

Bankovni ucet:
CSOB, a.s. (CZK):

188505042 / 0300
Raiffeisenbank a.s. (CZK): 1265098001 / 5500
Komeréni banka a.s. (CZK): 35-3355550267 / 0100
Ceska sporitelna a.s. (CZK): 2171532 / 0800
Variabilni symbol: 1843003301

Kod Popis

WR182c ROZBALENO Televize 55" Samsung

1a UES5NU7172

SL190q  Nehmotny produkt Doruleni na prodejnu - PS
- Andél, Platba - Kartou online

SL083d3 Nehmotny produkt Sleva na dopravné -
pobocka

Celkem:

Vycisleni DPH v K¢:
Sazba

Kupujici:
Bulletproof Al s.r.o.

Holeckova 423/25
15000 Praha

IC: 07825439

E-mail: jan.jusko@bulletproof.ai
Tel: +420776072602

Ks Cena ks bez DPH DPH DPH% Cena Zaruka
1 10 294,00 1029400 216174 21 21245574 24 ST2

1 37,19 37,19 7,81 21 4500 OAL

1 -24,79 -24,79 -5,21 21 -30,00 OAL

Feature Extraction

Annotation Detectors 1..N (Scanned & Digital)

Editing Tool Attribution Detectors 1..N

Content Hiding Detectors 1..N Software-Source Match Detector

|||| v

Structural Manipulation Detectors 1..N (Digital) Software Behavior Detectors Source
(Company)
Text Modification Detectors Image Modification Detectors Software Update Detector IIDBeetZ?:\’:i)?;
1..N (Digital) 1..N (Scanned)

Aggregating Classifier

Stamp & Signature Detectors

Al



3. Detecting the Forgery

zarucéni a dodaci list

(i) alzacz  Feitira-Danovy dodad 219076843 NN“HI““H"MH“HN

Prodavajici: Alza.cz a.s.

Jateéni 33a, 17000 Praha 7, Sidlo spoleénosti: Jankovcova 1522/53, 17000 Praha 7, IC: 27082440, DIC: CZ27082440, Internet:
www.alza.cz, Kontakt: www.alza.cz/kontakt, Telefon: +420225340111

Zapsana v OR u MS v Praze, oddil B, vliozka 8573.

Darnovy doklad: Faktura Kupujici:

Datum vystaveni: 04.02.2019
Datum uskut. zdan. plnéni:  04.02.2019
Datum splatnosti: 04.02.2019 Holeckova 423/25
Zpusob Ghrady: Kartou Internetem 15000 Praha

Bulletproof Al s.r.o.

Bankovni ucet:
CSOB, a.s. (CZK): 188505042 / 0300

Raiffeisenbank a.s. (CZK): 1265098001 / 5500 . x.
Komeréni banka a.s. (CZK): 35-3355550267 / 0100 IC: 07625439 ' Feature Extraction
Ceska sporitelna a.s. (CZK): 2171532 /0800

Variabilni symbol: 1843003301 E-mail: jan jusko@bulletproof.ai
Tel: +420776072602
Kod Popis e Sonalio DomBRH BRM==BRHG
WR182¢ ROZBALENO Televize 55" Samsung 10 294,00 1029400 2161,74
1a UE55NU7172

SL190q  Nehmotny produkt Doruceni na prodejnu - P5 37.19 37.19 781 4500 O0AL . ..
- Andél, Platba - Kartou online Annotation Detectors 1..N (Scanned & Digital)

SL083d3 Nehmotny produkt Sleva na dopravné - -24.79 -24.79 521 23000 OAL
pobocka

Celkem: Editing Tool Attribution Detectors 1..N

Vyéisleni DPH v Ké: ”
Sazba Content Hiding Detectors 1..N Software-Source Match Detector
Software Behavior Detectors

Text Modification Detectors Image Modification Detectors
1.N (Digital) 1.N (Scanned) Software Update Detector
Aggregating Classifier Stamp & Signature Detectors

Final Scoring: Trust & Risk



i
i 4y

——

HYSTER°

¢

S P10 ety

Demo:
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The tale of two monitors

LG 27"27MDSKL

EUR 1300

For the price of 3

..and end up with 4 monitors

——

LG 27" 27UK850
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EUR 550
You can get /
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BULLETPROOF.AI

Prague & Brussels

sales@bulletproof.Al, +420 737 113 153



mailto:sales@bulletproof.AI

